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OnpeaneneHvne Knbeppassegku

Threat-intelligence is actionable knowledge and insight on
adversartes-and-their'malicious activities enabling
defenders and their organizations te reduce harm through
better security decision-making.

Knbeppa3Benka - aTo 3HaHMe U NOHNMaHune
3MI0YMbILUNIEHHNKOB U X BPeOAOHOCHbIX aKTUBHOCTEMN,
no3BorsifoLwee 3almMLarLWnMMCca N UX OpraHn3aLmam
MMWHUMU3UPOBATDL yLUEepPO 3a cyeT NPUHATUA Oonee

3 heKTUBHBLIX peLueHUn B o0onactn 6e3onacHoCTM.
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bnuy on POC. ﬁi WHpopM3awuTa

" Inurl:‘MY-domain.com'’ filetype:doc
" Inurl:'MY-domain.com' filetype:docx
" Inurl:'MY-domain.com' filetype:xls

" Inurl:'MY-domain.com' filetype:xIsx
=" inurl:'MY-domain.com' filetype:pdf




Google Dorks

o Intext:'OAO Domain' filetype:doc
o Intext:'Domain’ filetype:docx

o Intitle:'Domain’ filetype:pdf

= allintext
= fllinurl
= intitle:
= inurl:

" intext:
= define:

" Site:

» phonebook:
" maps:

» |nfo:

= |ink:

ﬁi NHpopM3aLmTa
CUCTEMHbI UHTErpaTop



NMpocTtoun nouck yepes SHODAN VHGOpM3AILMTa

CUCTEMHbI UHTErpaTop

HTTR/1.1 288 0K

bl &ﬂ‘:ﬁ‘“ Date: Fri, R 2017 GRS a1
Details Server: Apache/2.2.22 (Debian) HQQ& ! ﬂst E!Bdiﬁed Size De iptio

Vary: Accept-Encoding
Content-Length: 1525
Content-Type: text/himl;charset=UTF-8

21-Sep-2015 13:42 -
11-Feb-2013 17:34 -

<IDOCTYPE HTML PUBLIC Final//EN">

b 21-Mar-2016 16:37 -
<title>Index of /</title> 17-Dec-2015 22:22 -
</ head>
<body> 19-Dec-2017 17:01 -

<hl>Index. ..

Apache/2.2.22 (Debian) Server at

+ Server: localhost » [{iDatabase:
[ Structure % SOL ) Search (G Query & Export i Import % £ Privileges i Routines (5 Events - Triggers s+ Tracking 3 Designer -, Central columns

@ 203/

Table - Action Rows @ Type Collation Size  Overhead

@ "dminnotification inbox 4 [ Browse { search 3éInsert [ Empty X Drop ® InnoDB  utf8_general ci 128 Kb E
@ admin assert o Browse L Search ¥<lInsert 'fi Empty X Drop ® innoDB  utf8_general_ci 16 xin
@ admin_role 4 [ Browse @ search 3<Insert [ Empty X Drop 4 innoD@  utfa_general_ci @ K
@ admin_rule 4 [W Browse I Search ¥ insert [ Empty X Drop 4434 innoDB  utfg generalci %8 K
@ admin_user % [N Browse B search 3<insert [ Empty X Drop 57 innoDB  utf8_general_ci R
IndeX Of ™ & [ Browse T Search 3¢ insert [ Empty X Drop 1 MyISAM' uifd_generalci | 9.6 KB
] fr [ Browse T Search 3<insert ff Empty X Drop 9 innoDB  utfa_general_ci @
a Zr  [H Browse [ search < insert [ Empty X Drop 2 jnnoDB  utf8_general_ci L
[ ] d [T Browse L Search 3<insert ' Empty X Drop 9 innoDB  utfd_general_ci L
apiz_acl_user E’ Browse “Search F<insert i Empty X Dro 9 innoDB  utfa_general_ci nun
Name Last modified Size Description g o o e
| apirole o [ Browse [ search 3¢ Insert [ Empty 3 Drop 5 innoDB  utf8_general_ci C
B epirle ¥ [@Browse I search 3¢ nsert [ff Empty X Drop B2 innoDB  utfa_general_ci L
" @ api_session % [ Browse [ search 3éinsert [ Empty X Drop 3 InnoDB . utf8_general_ci s
« Parent Directory - | v b B oovee Bsewch Himen Wempy KDop O imods  wogeeiq 1%
[} _city 4 [0 Browse & Search ¥<insert [ Empty X Drop 4881 innoDB.  utfdgeneralci 464 Kib
ﬁ ade.s 1. A 26_Feb_2016 17:16 694M ™ ,_innarrayon % [ Browse 2 Search 3 insert WEmply X Drop 125 1nnoDB . utfa_general_ci 2 xb
™ 4 [T Browse W search ¥ insert [ Empty X Drop 422 nnoDB utf8_general_ci 86 Kif
- . e 4 [ Browse W search 3<inset [ Empty 3 Drop 31 innoDB  utf8_general_ci 12 K8,
analvtics.txt 10-Feb-2016 14:11 147 . ot szl dbeelicloe Tt N o i A
s s = i R L M [ ] ¥ [¥ Browse B search 3 Insert [l Empty X Drop 583 jnnoDB  latinl_swedish_ci 9 Ki8
[ ] E4 Browse < Insert § Empty X Drop ® InnoDB  latinl_swedish, 16 Kis
- S PR » Down




MOHUTOPUHI peno3nTopueB Koga ﬁjﬁ ripopzauua
N UHBbIX NYONMUYHBLIX pecypcoB

GitHub

PASTEBIN

Atlassian

Y Bitbucket




MoHUTOPUHI peno3nTopueB Koaa rgopmsauTa
N UHBbIX NYONMUYHBLIX pecypcoB

https://www.theregister.co.uk/2017/09/26/deloitte_leak_github_and_google/

cecuri
ecu"t% . cpa: //asundhar
Deloitte is a sitting duck: Key systems 10.26.131.101
User Name : USDEVasundhar

with RDP open, VPN and proxy ‘login Password
details leaked' //mrazak

\ , . 10.26.216.61
Yes, that's Gartner’s security consultancy of the year USDEVmorazak

By lain Thomson in San Francisco 26 Sep 2017 at 20:33 78 (J Password : -

On Tuesday, what seemed to be a collection of Deloitte's corporate VPN
passwords, user names, and operational details were found lurking within
a public-facing GitHub-hosted repository. These have since been

https://aexternal.deloittenet.deloitte.com/my.policy#
i a

//flux database info
10.25.112.22; Database=Flux; User Id=Flux_User; Password={iNGN

#test server web site flux
https://ddisclosureanalytics.deloitte.com/flux/uploadtb
usdevleeldridge

#other flux info
//tfs
http://tfs.deloitte.com:8080/tfs/its/FluxAnalysis/FluxAnalysis%20Te:

//build forge
http://buildforge.deloitte.com:8080/jas/LoginServlet; jsessionid=228




Scumblr
NHpopM3alLmTa

CucTeMHbIN NHTEerpaTop

Netflix / Scumblr ® Watch~ = 392 % Unstar 2,289  YFork 274
<> Code Issues 20 Pull requests 7 Projects 0 Wiki Insights

Web framework that allows performing periodic syncs of data sources and performing analysis on the identified results

Scumblr DASHBOARD RESULTS  TASKS SYSTEM METADATA EVENTS RESULT FILTERS EVENT FILTERS ADMIN

New task

Name

sample pastebin search

Group

Group 1

# Enabled
On demand @
Task type

Pastebin Search

Description
Search Pastebin for recent posts. Include many searchterms in 'Query’. Seperate each searchterm by ';' w/o quotes

Query

@mydomain.com; @myfriendsdomain.com; username1; username2; myemailaddress@gmail.com; mywebsite.com;




MOHUTOPUHI SSL-cepTudukaTtos Ha

npegmMmeT pULLMHra

CERTSTREAM

Real-time certificate transparency log update stream.

See SSL certificates as they're issued in real time.

Learn More



A 4TO ecnu MOHUTOPUTL NAPTHEPOB, WHpopm3awmTa
HaMGOnee nonyn;lprle caﬁTbl M T.n. CHGCTeMHbIiM UHTErpaTop

Beegure ojMH OOMeH

infosec.ru

¥ OTMeTWTb BCE

¥ MoxoXKWe No HANWMCaHWK 7 ~ YaAeBoeHWMe cuMmBona F ~ MepecraHoBKa CMMBOMNOB &
¥ 3ameHa Ha CO3BY4YHbIe 16 g Mponaxa cuMmeona 11 g CocegHui cuMeon 38

¥ CocenHwid B cTpoke 14

Mopobparte HahnpgeHo: 929 (77 YHUKANbLHbLIX)

inosec ru COIMm.ru net.ru org.ru spb.ru msk.ru su com net org info biz tel
infsec ru COIM.ru net.ru org.ru spb.ru msk.ru su COom net org info biz tel
infoec ru COmM.Fru net.ru org.ru spb.ru msk.ru su com net org info biz tel
infosc ru COImM.ru net.ru org.ru spb.ru msk.ru su CcOom net org info biz tel
infose ru COIMm.ru net.ru org.ru spb.ru msk.ru su com net org info biz tel
httpinfosec ru COIM.ru net.ru org.ru spb.ru msk.ru su com net org info biz tel
wwwinfosec ru COmM.Fru net.ru org.ru spb.ru msk.ru su com net org info biz tel
wwinfosec ru COImM.ru net.ru org.ru spb.ru msk.ru su com net org info biz tel
infosecru ru COIMm.ru net.ru org.ru spb.ru msk.ru su com net org info biz tel
nifosec ru COIM.ru net.ru org.ru spb.ru msk.ru = COm net org info biz tel

B Ceoboden B Zauam B Oceofoncdaermca N Ha ayrauone i1 2 3 4 5 6 7 8



k Xavier Me ens.
MOHUTOPUHI L § Joalg -

VIHCbOpMaLI,VIVI (o) Recently DNS registered domains based on
1 1) .
\w+attack\.\w+”, more attacks to come? :-)

MOTEHLUMAJTIbHDBIX ... i
bigfootattack.com

aTa Kax negativeattack.com
stumpattack.com
controlattack.com
alkattack.tech
formattack.com
frapattack.com
polattack.com
salaryman-counterattack.com
stinkattack.com
verticalattack.com
buzzattack.net
dhaka-attack.com
otakuattack.com
me leeattack.com
melodyattack.com
shit-attack.com
tussyattack.com
ant-artattack.com
fattyattack.com
internetattack.win
surattack.com
doorattack.men
staticattack.com
daxattack.net
kaijackcardattack.com
maturesexattack.com
9deltaattack.com
dasattack.com
meltdownattack.com
pv-attack.com
spectreattack.com
tionattack.com
hashattack.chat
whenhornymonstersattack.com
xjattack.com
everythingisunderattack.com




Opyrou 103Kkec: MOHUTOPUHT ﬁﬁ rpopsaura
noTeHUManbHbIX aTakK

» [locne Meltdown u Spectre: “HoBaga” ataka Skyfall.

.Q.[ I ][ED][@][@][_E skyfallattack.com G] [0][@‘!][@“4_

Skytall and Solace

More vulnerabilities in modern computers.

If you work in the IT industry, over the last few days/weeks you'll no doubt have spent
many hours reading about the Meltdown and Spectre vulnerabilities, and trying to
figure out how your systems are affected and how you'll patch them.

But ask yourself this...



Opyrou 103Kkec: MOHUTOPUHT ﬁ'm hipopHzauua
noTeHUUanbHbIX aTakK

Skyfall and Solace CPU vulnerabilities a hoax - Confirmed

hitps://react-etc.net/entry/skyfall-and-solace-vulnerabilities v
5 days ago - Details are still scarce, but both Skyfall and Solace vulnerabilities take use of the same

attack vector as Meltdown and Spectre - speculative execution. According to the vulnerability
information site, skyfallattack.com, it is another case where both Operating System creators like
Microsoft, Apple and Google ...

Errata Security: "Skyfall attack" was attention seeking

blog.erratasec.com/2018/01/skyfall-attack-was-attention-seeking.html v

6 hours ago - "Skyfall attack" was attention seeking. After the Meltdown/Spectre attacks, somebody
created a website promising related "Skyfall/Solace" attacks. They revealed today that it was a "hoax". It
was a bad hoax. It wasn't a clever troll, parody, or commentary. It was childish behavior seeking

attention. For all you ...



Hon ey'd OCS ﬁi MHpopM3awMTa

® Coszgaéem chamn tmna “naponu.ixt’,
“bank-client-info.docx” n nomellaem B
narky ¢ orpaHU4YeHHbIM JOCTYMNOM

" ncnonb3oBaHue web beacon
(canarytokens.org), npn OTKPbITUU
OOKYMEHTA 3MNMOyMbILLUITEHHUKOM
nony4yaem anept

" Aicnonb3oBaHWe BCTPOEHHOIO B
Windows paclmpeHHoro ayanta u
SACL, koppenupyem cobbiTns B SIEM



http://canarytokens.org/

Opyrue 103Kencbl UCNOSIb30BaHUA ﬁﬁ rgopmsauia

honeytokens

® oTkpbITHE word, pdf 4OKyMEHTOB
" oTKpbITUE Nanok B windows
" OTKpbITUE NPUNOXKEHNS

® KNnoHMpoBaHMe KoOpnopaTUBHOIO
BebcanTa

® noctyn kK SQL 6a3am gaHHbIX

® noctyn k SVN-penosntopusam



CUCTEMHBIN UHTerpaTop

Cnexka 3a B3JloMaMU aKKayHTOB ﬁﬁ MHpopM3aLMTa

Home  Notifyme  Domainsearch  Who's been pwned Passwords APl About Donate BP

'“--have i been pwned?]

Check if you have an account that has been compromised in a data breach

‘email address or username pwned? }

265 4,859,899,553 63,284 70,187,248

pwned websites pwned accounts pastes paste accounts



Oh no — pwned!

Pwned on 2 breached sites and found no pastes (subscribe to search sensitive breaches)

% Notify me when | get pwned B [® Donate

Breaches you were pwned in

A "breach" is an incident where a site's data has been illegally accessed by hackers and then released publicly. Review the types of data

that were compromised (email addresses, passwords, credit cards etc.) and take appropriate action, such as changing passwords.

Exploit.In - In late 2016, a huge list of email address and password pairs appeared in a "combo list"
referred to as "Exploit.In". The list contained 593 million unique email addresses, many with multiple different
passwords hacked from various online systems. The list was broadly circulated and used for "credential
stuffing”, that is attackers employ it in an attempt to identify other online systems where the account owner
had reused their password. For detailed background on this incident, read Password reuse, credential stuffing

and another billion records in Have | been pwned.

Compromised data: Email addresses, Passwords

Linkedin: In May 2016, LinkedIn had 164 million email addresses and passwords exposed. Originally hacked in
2012, the data remained out of sight until being offered for sale on a dark market site 4 years later. The

passwords in the breach were stored as SHA1 hashes without salt, the vast majority of which were quickly

cracked in the days following the release of the data.

Compromised data: Email addresses, Passwords



Ka3anocb Obl, Kakasi CBAA3b... MHGOpM3aLMTa

CunCTeMHbIN nHTErpaTop

£k,

+79614453330 1007 u

Mpoeepka NpogaELa

[ dETOMODWAA NO COTOBOMY
Mota Nameless . TenedoHy. TOCHOMEDY WK
| +79614453330 - VIN-kogy asTomobnna.
TenathoH: 8961445333 ' el
Onepatop: CTaBpononsCcKWiA Kpaiid (OAD "Beimnen- ;
KomMmyHUEaLMK") @AvinfoBot
Mepuwog: 10.12.2013 - 14.04.2017 (gHeid: 1220)
Konwuecteo oBwRBNEHWA: 23
Konmyecreo paznnyHe: Matliag: 7
Mapk mawunH: TOYOTA, AUDI, JAGUAR Notificatinne @\

flocAegHue 5 o0 LaEaeHIE:

14.04.2017, avito.ru, Toyota Camry 3.5 AT, cegaH {2007,
CTaepononk, 220 000 kM, 560000 py6. Mnana

25.10.2016, avito.ru, Audi Q3 (2015), Cragponons, 1 km, 1900000
pyb.. Nuawna

08.10.2016, am.ru, Audi Q3 {2015}, Crapponons, 2 500 km, 1950000
pyb.. C777¥X26

20.03.2016, avito.ru, [aguar XF 2.0 AT, cegad (2014), Cragponoik, 32
499 K, 1650000 pyS., Nuawna

30 photos
2 files

102 shared links

MpogaBan Takxe: f
avito.ru, BEITOB3A 3NeKTPOHWES, AYANo 1 BMEeo - 1 obbABNEHNE, :
nocneaHee obwAaeneHWe ot 07.05.2017 1
avito.ru, BLITOBaA INeKTPoHMKa, TenedoHsl - 19 obLABNEHNA, Delete conversation @AVI nfO BOt

nocnegHees obwABAeHWe oT 17.04.2017

Clear history

Bot Help
NogpobHee:

T A s T iy fom g e D L T ey g ey
hittp:/favinfo.cofinfo/7phone=79614453330 5 i




ABTOMaTU3NpPOBaHHaA
00paboTka MHOUKATOPOB
KoMnpomMeTauum n3 oT4eToB

&

Paccvinika ungpopmanuu o cemesnix unouxamopax Equation Group

1. Kparkoe onucanue yrposni

FinCERT BaHka Poccumn

PC-V-EQUATION_GRP-20170602-01

B cBsA3H ¢ BBICOKUM YPOBHEM ONACHOCTH BHEAPEHHSA BPEIOHOCHOTO MPOTrpaMMHOrO

obecnieyenna  Equation Group (CIIA) u B npemneepun  npoeeacHus  KyOka
KOH(e/lepallii, npocHM Bac nposepuTh Bauin HHPOPMAaIMOHHbIE CHCTEMbl HA HAJIHYHE
BO3MOMKHOTO 3apaskeHHs 1porpamMubeiM obecnevennem Equation Group. OcHOBHBIM
HHTHKATOPOM 3apakeHHsA ABIAIOTCA YacThIe 3aIIPOCk] Ha ajipeca, yKasaHHble B pasnene 2.

2. OcuoBHbIe MepPBI NPOTHBOACHCTBHSA

Ne

Mepa npoTusojeiicTBas

Pa3bsicHeHHe

O0HOBIICHHE AHTHBHPYCHBIX
Gas

BroknpoBKa 3arpocos

waeservices.com
WWWw.waeservices.com
quik-serv.com
speedynewsclips.com
thesuperdeliciousnews.com
fanlpic.com

gar-tech.com
avidnewssource.com
globalnetworkanalys.com
zhalehziba.com
technicserv.com
rapidlyserv.com
selective-business.com
charging-technology.com
crisptic0l.net

NHPpopM3almTa

CUCTEMHbI UHTErpaTop



ABTOMaTuU3lauus MHGOpM3aWHTa

CucTtemMHbIf WHTEerpartop

armbues / ioc_parser

<> Code Issues 8 Pull requests 9 Projects 0 Wiki

Tool to extract indicators of compromise from security reports in PDF format

5 VY
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HAWE DPYIME

" Cneaute 3a Vb-
community n opensource
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/4 " OTtcnexuBaute
peneBaHTHbIE BaM

Yrpo3bl

B OKoHOMLTE BpeMs U

pecypch,
aBTomaTuanpymnTe!!



«MHOOPM3ALLUUTA»:

« CUCTEMHbIA MUHTEMPATOP W\WW.INFOSEC.RU
« CEPBUCHbIU LEHTP WWW.ITSOC.RU

e YYEBHbIUA UEHTP WWW.ITSECURITY.RU



http://www.infosec.ru/
http://www.itsoc.ru/
http://www.itsecurity.ru/
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