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Social Engineering skills:

- Very good written and spoken (phone calls) english and german.

- If | cant hack something technically il make phone calls or write emails to the target to get the needed information, 1 have
had people make things you wouldnt belive really often.

- Alot of experience with security practices inside big corporations.

What ill do:

Ill do anything for money, im not a pussy :) if you want me to destroy some bussiness or a persons life, ill do it!

Some examples:

Simply hacking something technically

Causing alot of technical trouble on websites / networks to disrupt their service with DDOS and other methods.
Economic espionage

Getting private information from someone

Ruining your opponents, bussiness or private persons you dont like, i can ruin them financially and or get them arrested,
whatever you like.

If yvou want someone to get known as a child porn user, no problem.

Product Price Quantity

Small Job like Email, Facebook etc hacking 200 EUR. = 0.087 B X
Medium-Large Job, ruining people, espionage, website hacking etc 500 EUR = 0.217 B X m
Large job which takes a few days or multiple jobs 800 EUR. = 0.347 B X
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Check Point

SOFTWARE TECHNOLOGIES LTD

MUcnonb3oBaHue CeHCopoB B CeTn
— [leperpy3Ka nepcoHana
—  CauwkKom nosgHo

— MapannenbHble MaCKUpYHOLLME aTakK

CKaHepbl Ha YA3BMMOCTH

[lonynAapHble
— 0-day HMKTO He OTMeHAN
M OAXOAbI K — ATaka moXeT cTpouTbeA 1 6e3 CNoNb30BaHNA YA3BMMOCTEN

3alllnTE e HecKonbKo pasHbIX perynspHo obHoBAAEMbIX
aHTUBUPYCOB

e «Ham Heyero 3aWNLLATHY
—  KoHduaeHumanbHble AaHHbIE BCE PABHO €CTb

— Mcnonb3oBaHMe MOLHOCTEN KOMMbIOTEPOB M CEPBEPOB
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Check Point

SOFTWARE TECHNOLOGIES LTD

« baHk B BocTtouHoM EBpone
- MOCTeneHHo 3awmwannce ot 0-day yrpo3

- Ha MOMEHT aTaKu TO/IbKO 4acTb 6aHKOMaTOB 6bl/n
3alUMLLEHbI

- bnoKunpoBaHa paboTa Bcero, KpOMe OCHOBHOIO NPOLLECCHHra
naaTexen v 3aumileHHbIx 6aHKoOMaToB

He nomorno... .

pynna KomnaHui (meTtannyprms)
- 3aWMLanm TONbKO paboume cTaHUUK (pa3HbIMKU peLeHnaAMM)
- 3aWMPpPOBaANCH TbICAYM KOMMbIOTEPOB

- MawwuHbl nog 3awmTon SBA (CP EndPoint) He nocTpaganu

» CeTb KAMHUK (pecnybnnKa bbiBwero CCCP)

©2018 Check Point Software Technologies Ltd. 8
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CermeHTauua cetn u ctporaa nonmtnka NGFW, niucnekyumsa SSL
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CermeHTtauyusa cetu u ctporana noantuka NGFW, nicnekuyuma SSL

KoHTponb BeKTOpoOB ataku no popmartam dpaiinos

Destination Services & Applications Content

L) Download Traffic
Executable File
Ae Archive File

“% HR can access to social
network applications

53 EE HR Internet El racebook

Twitter

Source Code - Shell Scrig

Action

n_ﬁ'} Dron

* All~ Q Search.

~ Mo Archive File

" HR can access to social
network applications

54 El racebook

Twitter

HR Internet

Any

5.5

*% All employees can access e

Tou
YouTube
YouTube for work purposes

m Vimeo

Corporate LANs
Branch Office LAN

Internet *  Any

CAD-CAM Designs

s

Certificate Files

s

Certificate Signing Request File

3

Certificates and Private Keys
Ao Credit Card Numbers or IBAN

C5V File




CoKpalleHue naoLwaam atakm 1 npegoTspalleHue yuiepba

CermeHTauua cetn u ctporaa nonmtnka NGFW, nicnekyusa SSL

KoHTponb BeKTOpOB aTtaku no ¢opmaram ¢pannos
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CoKpalleHue naoLwaam atakm 1 npegoTspalleHue yuiepba

CermeHTauua cetn u ctporaa nonmtnka NGFW, nicnekyusa SSL

KoHTponb BeKTOpOB aTtaku no ¢opmaram ¢pannos

Check Point

SandBlast

NpepoTBpaLLeHUe M3BECTHBIX YrPpo3 THREATCIAUD
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Threat Extraction — yaobHasa 3awmra ana nosnb3oBatenemn
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CoKpalleHue naoLwaam atakm 1 npegoTspalleHue yuiepba

CermeHTauua cetn u ctporaa nonmtnka NGFW, nicnekyusa SSL
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* https://research.checkpoint.com/detection-meltdown-spectre-vulnerabilities-using-checkpoint-cpu-level-technology/



HetanbHble otyetbl Threat Emulation

Threat Detzils Report
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Zero Day Prevention vs. Detection Check Poirt

SOFTWARE TECHNOLOGIES LTD

BonbWWHCTBO «NECOYHUL» BbIBOPOYHO
NpeaoTBpaLLaoT B 3NEKTPOHHOM MoYTe
N TONbKO AETEKTUPYIOT B BED.

OHun coobwatotT Bam nnoxme HOBOCTH,
Koraa yxe CrIMWKOM no3aHo,
N co3aarT MHOro paboThbl.

Curnatypa yepes X MUHYT — 3TO 340POBO,
HO y>Xe He anga Bac...

SandBlast npegoTepauwaer 0-day Kak B 3/1IeKTPOHHOM nouTe,
TaK u B Beb-TpadukKe

©2017 Check Point Software Technologies Ltd.
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CoKpalleHue naoLwaam atakm 1 npegoTspalleHue yuiepba

CermeHTauua cetn u ctporaa nonmtnka NGFW, nicnekyusa SSL

KoHTponb BeKTOpOB aTtaku no ¢opmaram ¢pannos

MpeaoTBpaLLeHMe N3BECTHDBIX Yrpo3 THREATCIOUD"

_ MpoaKTUBHAA OUYUCTKA AOKYMEHTOB U N306pakeHnin
SandBlast
MpepoTBpalieHUe Hen3BECTHbIX Yrpos3
J

Zero Phist

NETWORK, CLOUD

ENDPOINT

-
v IP Reputation + Visual Similarity =+ Domain Reputation v Lookalike Characters
v URL Similarity +  Text Similarity v Multiple Top-Level Domain +~  Lookalike Favicon

v Title Similarity v Image Only Site



CoKpalleHue naoLwaam atakm 1 npegoTspalleHue yuiepba

CermeHTauua cetn u ctporaa nonmtnka NGFW, nicnekyusa SSL
KoHTponb BeKTOpOB aTtaku no ¢opmaram ¢pannos

MpeaoTBpaLLeHMe N3BECTHDBIX Yrpo3 THREATCIOUD"

MpoaKTUBHAA OUYUCTKA AOKYMEHTOB U N306pakeHnin
R MpepoTBpaLleHne HEN3BECTHbIX Yrpos3
SandBlast
NMpepoTtepawieHune pumnHra B 8eb

Anti-Ransomware

NETWORK, CLOUD

ENDPOINT
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CermeHTauua cetn u ctporaa nonmtnka NGFW, nicnekyusa SSL
KoHTponb BeKTOpOB aTtaku no ¢opmaram ¢pannos

NpepoTBpaLLeHUe M3BECTHBIX YrPpo3 THREATCIAUD
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Forensics: meToA, AOCTaBKW BpeAOHOCa Check Point

SOFTWARE TECHNOLOGIES LTD

SandBlast Agent (¥

Forensic Analysis Entry Point

° Entry Point Complete |  PAMELA-PC: BbfSefef-856e-4773-a893-7547baffb0ed

c\program files (x86)\r2 studios\tonic\tonic.exe (PID: 4952) created 10/12/2017, 1213:23 AM

c\program files (x86)\r2 studios\tonic\received files\new_hot_mem.exe

©2017 Check Point Software Technologies Ltd. 23



Forensics: 610KupoBaHue yrposbl U 1eyeHue Check Point

SOFTWARE TECHNOLOGIES LTD

SandBlast Agent [ + ]

Forensic Analysis Remediation

ﬁ Remediation Details |  PAMELA-PC: 8bfSefef-856e-4773-a803-754 baffbded

v iﬁ Deleted Incident Files (3 deleted)

These are potentially malicious files that have been removed.

Reputation *  File Name % File Path ¥ MD5 § Status ¥
0 tonic.exe c\program files (x86)\r2 studios\tonic\tonic.exe 5f55b1358f83c2dd50d65573b121802e ©
o new_hot_mem.axe c\program files (x86)\r2 studios\tonic\received files\new_hot_mem.exe f2ed5100d7acad4423d7 2acd8482e1316 O]
0 oemB8bb3.exea c\usershadministrator.unknown300\documents\oem86hb3.exe b548985699747c0035a89b8494736ab5 ©

v *5’6 Terminated Incident Processes (7 terminated)

These are active processes related to the incident that have been stopped.

Reputation 4 PID ¥ Process Name ¥ Process Path ¥ MD5 ¥ Status §
° 3608 schtasks.exe chywindows\syswowb4\schtasks.exe 2003e9b1521c502b146dad2e383acle3 ﬁ
o 3272 powershell.exe chwindows\syswowbs4windowspowershell\wl.0\powershell.exe 92f44e405dbl6ac55d97e3bfe3bl32fa 4

° 3764 cmd.exe chwindows\syswowb4\cmd.exe ad7b9c14083b52bc532fba5948342b98 £



. »
Point
SOFTWARE TECHNOLOGIES LTD

Forensics: cnMcok noao03puTenbHbiX akTUBHOCTEMN Cheok |

SandBlast Agent e
Forensic Analysis Suspicious Activity

% Suspicious Activity (7 categories, 22 events) |  PAMELA-PC: BbfSefef-856e-4773-a893-7547baffbded

These are suspicious events that can be directly attributed to the attack.

Script Execution (1 event)

System Securi

Dropped File Deletion (1 event)

Persistence (6 events)

The incident performed persistence actions to ensure execution after system boot. Persistence is performed by setting specific system registry keys or by creating files in specific system folders.

new_hot_mem.exe (PID:4392) modified HKU\s-1-5-21-676522091-3981307122-322411273-500\hkcu\software\microsoft\windows\currentversion\policies\explorer\run\svchost = C\Users\ADMINI~1L.UNK\AppData\Local\Temp\oem86B1.exe

new_hot_mem.exe (PID:4392) modified HKU\s-1-5-21-676522091-3981307122-322411273-500\hkcu\software\microsoft\windows\currentversion\policies\explorer\run',

new_hot_mem.exe (PID:4392) modified HKU\s-1-5-21-676522091-3981307122-322411273-500\software\microsoft\windows\currentversion\runonce\:Ts (o el e WEETAVAR] T |1 En B | QVAFoTo] B2 P\ WeTor: WY =Ty TodVel=T iy b5 o3 MVE
new_hot_mem.exe (PID:43592) modified HKU\s-1-5-21-676522091-3981307122-322411273-500\software\microsoft\windows\currentversion\run\svchost = C\Users\ADMINI~LUNK\AppDatatLocal\Temploem86B1.exs
new_hot_mem.exe (PID:4392) created cem86b4.tmp in c\users\administrator.unknown300Mappdata\roaming\microsoft\windows\start menu\programs\startup

new_hot_mem.exe (PID:4352) created cem86b4.axe in c\users\administrator.unknown300\appdata\roaming\microsoft\windows\start menu\programs\startup

> o0 Dangerous Execution (5 events)



Forensics: aepeBo npoueccoB u cobbITUi Check Point

SOFTWARE TECHNOLOGIES LTD

<

Forensic Ana Incident Details
\{E) Tree Timeline View (10 processes) | PAMELAPC: BbfSefef 856e 4773-2853 754 Tbafodel
10/1/2017, B:50:44 AM 10/12/2017, 12:13:25 AM 10/12/2017, 12:13:27 AM 10/12/2017, 1213:27 AM 10/12/2017, 121327 AM 10/12/2017, 12:13:27 AM 10/12/2017, 12:1327 AM  10/12/2017, 12:13:27 AM
schtasks.exe 3608
Dangerou on
schiasks.exe 2260
Dangerous Execution
2

tonic.exe 4952
d Executable

schtasks.exe 4860
Dangerous Execution

Attack Start \Dro

powershellexe 3272
Script Execution

cmd.exe 3764 ping.exe 4108
Dangerous Execution

Process Info

Security Reputation File Ops (101) Metwork Ops (0) | Registry Ops (0) Injection/Hook Ops (0) | Suspicious Events (1) = Damage (0)
Process MName: powershell.exe Arguments: -€ Sproc={[wmiclass]'root\cimv2:win32_process').create('ci\users\administrator.unknown300documents\oem86b3.exe’)
—
Path: ciwindows\syswowe4\windowspowershell\wv1.0h powershell.exe P 3272
Start Time: 10/12/2017, 12:13:27 AM Close Time: 10/12/2017, 12:13:28 AM Duration: 15 417ms

Created By: Created By PID: 0



Forensics: noTeHUManbHO YKpaAeHHble AaHHble Check Point

SOFTWARE TECHNOLOGIES LTD

SandBlast Agent ¢

Forensic Analysis Business Impact

‘ Business Impact (1 category, 21 events) : PAMELA-PC: SbfSefef-856e-4773-2893-754Tbaffb0e9

These are potentially important events that have businass impact.

v =S Data Loss (21 events)

Search: Q

User files that were likely accessed in the incident.

File Name ¥ File Path Action ¥ EventTime

people.gif c\program files (x86)\r2 studios\tonic\images\people.gif Read 10/1/2017, 8:50:45 AM
unknownimage.gif c\program files (x86)\r2 studios\tonichimagesiunknownimage.gif Read 10/1/2017, 8:50:45 AM
right.gif ch\program files (x86)\r2 studios\tonic\messagewindow\default\right.gif Read 10/12/2017, 12:13:21 AM
bottomleftbubble.gif ch\program files (x86)\r2 studios\tonic\messagewindow\default\bottomleftbubble.gif Read 10/12/2017, 12:13:21 AM
bottom.gif c\program files (x86)\r2 studios\tonic\messagewindow\default\bottom.gif Read 10/12/2017, 12:13:21 AM
bottomright.gif c\program files (x86)\r2 studios\tonic\messagewindow\default\bottomright.gif Read 10/12/2017, 12:13:21 AM
companysecret.doc chusers\administrator.unknown300documentshcompanysecret.doc Read 10/12/2017, 12:13:28 AM

Showing 1 to 21 of 21 entries

©2017 Check Point Software Technologies Ltd. 27



Forensics: ropu3oHTanbHOE nepemeLleHue Check Point

SOFTWARE TECHNOLOGIES LTD

SandBlast Agent <

Forensic Analy Incident Details

6 Tree View (5 processes) | oo Petys-DLL21498581171011

6/27/2017, 63352 (0)
Boot

cmd.exe 4200 schtasks.exe 4332
Dangerous Execution Persistence

rundll32.exe 4292 rundli32.exe 4680 — e e mao.
Attack Start, Abnormal Launch, Dangerous Execution MER Access Attempt, Dropped File Deletion, Mass IP Access, T
rigger: alpha.dil Promy Settings Change, Dangerous Execution, Dropped Executable e
~ T- -
1765 me 964
Unusual Process Extension, Process in Temp

Unsigned Process

MNetwaork Ops (168)

Process Info Security Reputation File Ops (114) Registry Ops (5) Injection/Hook Ops (8) = Suspicious Events (3)  Damage (48)

Protocol ¥ Expected App Protocol ¥ Reverse DNS Dst Port § SrcIP

TCP Microsoft-DS Active Directory, 192.168.200.0 445 OGO 49850
Windows shares

TCP Microsoft-DS Active Directory, 192.168.200.1 445 000 49861
Windows shares

TCP Microsoft-DS Active Directory, *Ha npumepe oTyeTa Anﬂ Notpetya 192.168.200.2 445 OGO 45865

Windows shares
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ENDPOINT

Check Point

BZEEEF MpepoTtBpaweHne WndppoBanbLLUKOB

U3onauusn, neueHue, paccnepoBaHue

__/ « HAZEKHASA 3ALLNTA




Check Point

SOFTWARE TECHNOLOGIES LTD

e Knbep-aTakm NpomncxoaaT BCE Yalle, U Mbl HE MOMKEM
NOB/AMATL Ha GaKTOPbI 3TOrO pocTa

e TO/NIbKO KOMMJIEKCHbI MHOFOYPOBHEBbIN NOAX0A,
B bl BO,LI,bI cnocobeH NpeaoTBPaTUTbL aTakKy

« Apxutektypa 6e3sonacHoctn Check Point n HoBenwwue
TEXHONOTMN ANA 3aWMTbl OT YrPO3 HY/IeEBOr0 AHA CHOBA
[0Ka3a/n cBoo 3PpPEKTUBHOCTb

©2017 Check Point Software Technologies Ltd. 30
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AmunTtpnin BopoHKos

Security Consultant Team Lead C”ACM BO !
dvoronkov@checkpoint.com
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