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KOHCTPYKTUBHbIE OCOOEHHOCTH

ToYkn nogkn4YeHns
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BlackBox

ATaka Ha aucrieHcep
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CraTtuctuka ot NCR

Black Box Attacks since 2013
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CyTb aTakm

— Hoctyn —> lUnHa paHHbIX — f—— BlackBox — OvcneHcep [ $$$

3ﬂ0yMbILIJJ'IeHHVIKy HGO6XOLI,VIMO 3HaTb:
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[MpoTokonbl Tekywyto YA3BMMOCTH
B3aNMOAENCTBUS KOHpUrypaumto
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LLar 2
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Mperpaabl

LLindppoBaHue

NCR - lNpowmBKa gucrneHcepa - ya3BUMOCTb - CMEHa KITtouen LWndpoBaHns

npaKTVIKa - NPpUHYOUNTESNIbHOE OTKITIOYEHUE - NEepeKITIto4eHNe nepeMblHKN Ha KOHTpOIepe

BooBwem € 3THM WHEPOBAHHEM MEMOPON ele ToT @

: [
Re: Dispenser He NpoXoAMT NPOBEPKY NOASMHHOCTM. {¢ECTPAR LMTATA | 1Y/
MNpoeepun ewe Ha oaHom BaHkomaTe. ToT we addert. Croan natd (B codTe) M HOEBIM ApakEep. 3ameHMA pabBoqyio MHCKY C ApYroro
paBovero Badkomara. M ece ctano. NepecraHoBka NaTya v HOBOrO Apaneepa, nepexnideque ¢ Phisycal Ha USE u ofpatHo - BCe He

nokaorno.
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Mperpaabl

AnnapaTHble cpeacTBa

| ATM Keeper (I CerberLock

» PaboTaloT XopoLlo, ecnu HaCTPOEHbI NMPaBUITbHO
* YacTto 6biBaoT Npodbnemsi

310 o4epeaHoN remop... Moctaemnn stot Cerber SDC-Lock v.2. Mpowen geHb... ¥ npoealdgaepa cAy4HMAMCE NpoBAekbl C KAHANOM CBAZM
H BIMH-pecTapTep Taku B30 GaHKOMAT M Nepesarpysk... Mmeem OTEANMELIMACA AMCNIEHCED.
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DepositForgery

ATaka Ha KyrnoponpmeMHUK
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CyTb aTakm

— HOoctyn —> [LuHa naHHbIX  f— Deposit Forgery |——> | KynioponpuemHuk = $$$
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LLar 1




Rk DepositForgery

LLar 2




DepositForgery
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LLar 4




W, DepositForgery

LWar 5
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Mperpaabl

[vicneHcep - 3aluLLeH KynoponprueMHuK - HeT

AHTU-dopoAa

He co3gaBaTtb aHoManun ana dopoa-MOHUTOPUHra
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ATM Malware Jackpotting

ATaka Ha XocCT
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BekTopbl / MeTogpbl

(

Malformed ycTpoiicTso User Input Emulation



' Digital
} Security

ATM Malware Jackpotting

Malformed ycTponcTBo. JKcnnyataunst ysa3BMMOCTEN Ha XOCTE.



R Malformed Device

CyTb aTakm

B HopmanbHOM pexume paboTbl

YcTponcteo > Xoct

B pexume aTtaku

MopnenbHoe

b OocTyn —> .
YyCTPONCTBO

— XocT — PasBuTtune atakm
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Malformed-ycTtponcTteo / LLar 1
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ATM Malware Jackpotting

Malformed-ycTtponcteo / LLar 2

30



) Digita ATM Malware Jackpotting

Y/ Security
Malformed-ycTtponcTteo / LLar 3
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Malformed-ycTtpornictso / lNperpaabl

[TpuBUnernu

MOoXHO NoBbICUTb
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ATM Malware Jackpotting

3myns| LA NMOoJib30BAaTESIbCKOINo BBOAA



Wi, User Input Emulation

CyTb aTaku

User Input

— —> !
Hoctyn Emulation

— XocTt — [NanbHenwas ataka

XocT ynpasnsietca OC obuiero HazHadeHus, Nnod3ToOMy BO3MOXHO
NO4KMIYEHME MHOXECTBaA NepudepnmnHbLIX YCTPOMUCTB.
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User Input Emulation / LLar 1
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ATM Malware Jackpotting

User Input Emulation / Lar 2

{117 995 95 99
www bonbanie com

Please, insert
your card

BOTARRTR BaTITY

Types e i o peogramm, foices, icesmert. o
Inbarnat icisce, s Wandows: wil oger £
e

HAJTHYHEIE
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User Input Emulation / Llar 3
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W, ATM Malware Jackpotting

User Input Emulation / MNMperpagp!

Knock noBepx OKOH

[{ 2]

AnbT KOAbI KnasuatypHble CkpunToBble
COKpaLleHud nepeyuncrieHuns
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User Input Emulation / MNMperpagp!

CneuunanbHble C3U

3anpeT 3anycka NoCTOpoHHero koga (6esbie Cnuckn)

3agencTeoBaThb BCTPOEHHbIE CpencCcTBa NO3BOJIAKOLLMNE 3aNyCKaTb ﬂpOVISBOJ'IbeIVI KoA.

€0 <

~ N DLL

Powershell VBA Otnaguuku C3W nponyckatoT
3anyck DLL 6ubnuoTtek
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User Input Emulation / MNMperpagbl / C3U

HenpaBurnbHoe ncnosnb3oBaHne C3U

Hapoge "Hocopor", XoTA Kak ero ToNbKO He KpecTuau. [pM coBmecTHor paboTte ¢ FPSU ip-kAMeHTOM 3TOT rafieHsill BaAMT COegHHEHHE

knmeHTa. Hakmm oBpasom - octaetca saragroi. o kpaliHel mMepe, NMMYHO NepeKkonan BCe NOMH CAMOro HOCOPOTa - HMKAKOM aKTHEHOCTH

He oTpaweHo. bes aHTMeMpA Bce pabotaet npekpacHo. [ae konate??? Mbl, npocTuTe 3a dpaduyzckri, 3a%%%%ch e3guTe No BaHKoMaTaM
EcTb npobnema c 2-ma HoEbIMHM GaHKOMaTamMHK. [NocToAHHOE 3aBMCAHME. B MOHWTOPHHIe EMHY owkbry Card reader operation suspended

M YeKoBbIA NpHHTEP: annapatHaA owHBka. Mpobaema yXoauT NpM yaaneHkM aHTHEMpYCca SafenSoft Syswatch, npu noeTopHo#
VCTaHOEKE ero, Npobnema Bo2BpallaeTCA.

Ectb Takas npobnema. Yaananu Hocopora B4MCTYH.

Moanep:meawn! Hocopor - yBuiua GaHKOMATOE.
B natHiuy Gono: MCR 6622, 4-5-6 - ece kpecTol. [ocne yaaneHWAa Hocopora ecé 2apaboTano.

Re: Wincor 4040 (Owwbka Secure Channel)

MonpoByi OTEIYHTL 3aLKTY, aHTHEMPYChl 1 T.M. MNocne sToro nonpoByh ewe pas.
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lMonesHaqa Harpyska

SELFMADE XFS CDM TESTTOOL f¢soecTpan wnrata | Y/

0 MacGyverl100101 = 01 ced 2012, 20:38

hello my friends here are the corrected exe files for my cdm-test-tool. following currency

are induded: eur, inr, irr, ron, rub and usd. the exe opens the xfs-manager and the cdm-service-provider with version 03.03. i testet
it with aptra xfs 05.01.00. (thanks kentaur for your help). 03.10 and 03.20 were not possible because i got an error message with
version too high.

the exe does not show any windows or messages. by opening the exe the usb-, sdc- or rs-232-dispenser must dispense bills.

following configuration i used:
cassette 0: reject

cassette 1: bills

cassette 7: bills

cassette 3: bills

cassette 4: bills

it must dispense bills only from cassette 1. please tell me how much bills come really
out.

by the exe in my first post there was only a framework problem because i compiled it with visual studio 2010 (c++) with targeting
framework 4.0 and 4.5. the api does not work correctly with this framework because it is used in windows vista and 7 but now i
changed it to targeting framework 2.0 with visual studio 2008 (c++). the old exe needed dll-runtimes because i compiled it with /md

(multi-threaded-dll). the new one does not need any dll-runtimes because i compiled it with /mt (multi-threaded).

it can be, that a success dispense can be done with other currendes, too, so test, test,
test and please report back.

the first exe in my first post, does not show anything in the xfstrace.log but the new one
does!!! please have alook by yourself. i am sure that it works. i have no chance to test it by myself, soi am depending on your help.

p.5.: emrouz your files will be uploaded later, too.

bankomatchik.ru
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Cnacmnbo 3a BHUMaHue

Be3 npoHun, xotenock 6bl NObNarogapuTb U NepeaaTb NPUBET O3epam
dopyma «baHKOMaTUMK.py» 3@ MHOXXECTBO MONE3HbIX MaTepnarnos
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