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HOCHBIX NPorpamMm

XMWEHWA B WHTEpHEeT-0ak-
KHHIe Y (PU3HYeCKnX Ny
C MCNONb30BAHWE BpEno-
HOCHbBIX Nporpamm

1 1 63 000 £ 63 000 £ 13 687 000 £ 5261 450 b 424 200 £ N27055 145%

XMWEHWA B WHTEpHeT-Dak-
KMHIE Y IpPHONUYEeCKHX nnLy 3 B
C MCTIONb20BAHME Bpeno- 3 2 1250 000 £ 2500 000 £ 622 500 000 510 375 000 956 160 000 £ 16 776 737 5 30%

XMweHna v hrsnuecknx

L © Andoird-TpoAHame 10 300 11 000 £ 3300 000 £ 821700 000 £ 513 695 000 348 600 000 £ 6115789 5 1369
LUenespie aTaKd Ha DaHEK 2 — — — 1630 000 000 B 527 166 667 2 300 000 000 £ 53 850 649 5 -33%
DUWKHr 15 950 1000 2 950 000 £ 236 350 000 £ 53 942 500 — — —
OBHANMUMBAHWE MOXWLLA- . . . ~
EMBIX COSNCTE 26323500 1390459150 P 523 175153 1715 032 890 £ 30088296 5 1996
MToro 68120002 &5716886150P S78 614769 5526 277 090 P 96 951177 S -15%

* https://www.group-ib.ru/2017-report.html




CouunanbHana UHXeHepuA
MoanoxHble CMC-coobweHus

ol Turk Telekom = 19:34 59 %[ ]
¢ - +7 (963) 766-53-19 @

SMS/MMS
cp, 6 ceHT., 16:18

Balwa 6aHKoOBCKas

KapTa 3abnoKnpoBaHa.
CnpaBka: 8 (800),
555'0929 0 E}ﬂer,t;bc:mm
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CouunanbHana UHXeHepuA
CoumnanbHble ceTu

WpuHa Opnosa e abiehgely bad Bl
KpuctuHa MapTeiHoBa OHNaIH A AnacTacus Usatosa O G
OHNanH s
TGk 5 Xe HaNMUCGSIG cZoW OotHitble 3 i
cerogHa B 18:42 IpduHa co0b ljeHUsIX coobecTBe ‘Bi
34paBCTRYUTE. VBaXKaeMblH ceronHa B 19:45
KNWEHT He, anst o3spate cpeeTs
. noTpebyeTcsi TaKXe BollG
Bbl OCTABUAYN O6pALLEHHE B MoackaxuTe, noxanyucra, Baw HREHTADUKGLNS. ITO 3TIMET MAHYTY
Hawe# rpynne. Mbi uaeHTudukaTop (norux) B
06A3aTensHO NoMoXem Bam OHNaWH, YTOObI Mb! e
W DPSRGCTABYM BEIO onpepenunu Bac kak KnueHTa u cadlSell Ll S i
HeobxoAuMyIo OYHUAM MHDOPMALMIO ol
WH(hOpMauuio. yT pmauuio. .
pa3se He Tak? y a
I1ns Havana HaMm 1%:2% S
Heo6xoauMo M3BuHUTE a pa3Be IOruH 3TO He
naeHTMdmumnporaTth Bac Kak nu4yHoe? ALMAHUCT PGTOP OTNPGEAI Mte N0 [6.f
KNWeHTa nHopmeyno 4Ns nporsefeHns
[MpoAuKTyWUTE, NOXanyuncTa, BO3BPLTG.
Baw norun (upeHtudukaTop) 9 @ 15:26
B CUETEME Ee MOXHO nepegaBsatb?

Tam TofIbKO NPUHUMEHOT UHDOPMELWID,

15:26

OnnanH. B uenax

6e30nacHOCTM Naponb He
co06LWaiTe, TONbKO NMOTUH. J1a, MOXXHO KOHEeYHO. Henb3s

Co06WaTh TONbKO NOTUH U
naponb BMECTE.

YkaxuTe. NOXGNYHCTG, HoMmep Ballen
KGpPTol W CPOK ee [eNcTrBusl.
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5 YpoBHEN NPOTUBOAENCTBUA MOLLEHHNYECTBY

Big Data User and Entity Analytics
= Enable analysis of both linkages and relationships across users

and other entities and their attributes using data in big data stores
to detect fraud

lNloBegeHue Ha pa3HbIX pecypcax?
[ nobanbHbIN noBeaeHYecKkun npoduns.

User- and Entity-Centric for Multiple Channels and Products

= Analyzes and correlates users and other entity behavior across
different channels and products, and prioritizes alerts using rules
or statistical models

Kakue cosepwiaet onepaunn? Kak? Kto?

User- and Entity-Centric for Specific Channel
= Monitors and analyzes user and entity behavior, as well as

identities anomalous behavior using rules or statistical models

Kakue coBepluaeTt onepauuu B 0OgHOM
kaHane? Kak? K1o?

AHomanuum B ceccum paboTbl NONL30BATENS.
Bpems, reorpagua onepauumn, ¢ Kakux
YCTPOUCTB?

Navigation- and Network-Centric
= Analyzes session or network behavior and compares it to what is

expected

End-point centric
= Malware detection, end-pointbehavior and location correlation
= Device fingerprinting, phone printing and “bloprinting”

|
o

*https://www.gartner.com/doc/1646115/layers-fraud-prevention-using-beat 5
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2017-11-08 08:18:23 - 2017-11-08 08:18:23

IP agpeca: YpoBHM pUCKa: Twvn pucka:
83.239.96.116 HIGH CouwnanbHas UHXeHepus - BbICOKUIA YpOBeHb
TNoruHb::
f8d71b1159b7994973061ed30c9a7eb8df865d01
AKTUBHOCTb YcTpoicTea Mons3osartenu MecTononoxeHue CkpunThl
[ Bbi6paTbh KONOHKH l [ Bbirpysutb B CSV
ID ceccuu Oata JoruH
613820132006 ig:;_;: = f8d71b1159b7994973061ed30c9a7ebB8df865d01
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2017-11-08
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2017-11-08
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613820132006 2017-11-08
08:06:17
613820132006 2017-11-08
08:05:49
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0O6HOBUTE MHDOPMaLUIO

Hy>XHO BUAETb NOJIHYIO KapTUHY
YTO nenaet KNnUEeHT...

Secure Bank

/priva

URL
https: /private/payments/servicesPayments.do?: esource=
https: /private/payments.do
https: /private/cards/list.do#
https: /private/cards/list.do
https: /private/accounts.do
hitps: /confirm/way4.do
https: ync/page/registration.do
https: lex.do
https: ync/page/recover.do
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10:
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18;

mouse_click;
base_number;
mouse_click;
base_number;
mouse_click;

{Ilidll :
{Ilidll :

{Ilidll :
{Ilidll :

mouse_click; {"id":
{Ilidll:
{Ilidll :

paste_event;
mouse_click;
active_tab; -;

not_active_tab; -;
mouse_click;
paste_event;
mouse_click;
mouse_click;

active_tab; -;
not_active_tab; -;
current_page; -;

{Ilidll : 1l

{Ilid":
{nidu:
{Ilid":
{"id":

Hy>XHO BUAETb NOJIHYIO KapTUHY
KaK aenaet K/AUNEeHT...

Bxon neranpbHOro noiab30oBaTeif

null,"name":null,"tag":"A","pageX":777,"pageY":212};

'j_password","name":"j_password","tag" :"INPUT" };
j_password","name":"j_password","tag" :"INPUT", "pageX":
'j_username","name":"j_username","tag":"INPUT"};

'j_username",'"name":"j_username","tag":"INPUT","pageX":558,"pageY":119};

573,"pageY":175};

Bxon moniennuka

null,"name":null,"tag":"TD","pageX":210,"pageY":352};
"password","name":"password","tag":"INPUT"};

"password",' name":"password","tag":"INPUT", "pageX":190, "pageY":304};

"password”,”name'":"password","tag":"INPUT","pageX":226,"pageY":300};
"login”,”name":"login","tag":"INPUT"};
"login”,”name":"login","tag":"INPUT","pageX":221, "pageY":244};

"login”,”name":" login","tag":"INPUT","pageX":221, "pageY":244};




Hy»HO BUAETb NOAHYI0 KapTuHy (MOO/DT)
KAMEeHT 2n 3To0...

Y ~50%
Qm‘( /F nosib3oBaTeneun
- A _

BuomeTtpuyeckan TexHoNorua Equal Error Rate (EER) - r BbICOKUW VPOBEHDb
CKaHUpoOBaHME CeTHATKMU 1:10 000 000 jr’ KOHC@pBaTMBHOCTVI
CKaHUpoBaHME paayKKu 1:131 000

[1o oTneyaTKy 1:500 KprOpHOrO
[lo reomeTpun NagoHu 1:500 ‘ MOYepPKa
[lo noanucu 1:50
[1o ronocy 1:50
Mo mbiwkKe (30 cekK) 1:50
Mo mbiwKe (60 cekK) 1:100
Mo mbiwKe (90 cekK) 1:200 |
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ID ceccumn

"JaasneHue

557227103005

557227103005

557227103005

JloruuH

MOHUTOPUHT BbINONHEHUA TpeboBaHUN
Noa/dT (2)

Monb3oBaTenbCcKas akTUBHOCTb

2017-09-27 18:37:46; base_number; {"id":"yR9Qc50-real”,"name":null,"tag":"INPUT"};

m_AA=T An A

AANTe AN e cmmiimm =T L alee

fusammyROQc50-real”, " name" :null, "tag" :"INPUT", "pageX":362,"pageY":343};
":"yROQ130","name" :null, "tag":"INPUT", "pageX":765, "pageY":264};

:"yR9Q640", "name" :null,"tag":"BUTTON","pageX":619,"pageY":207};

Ha BbIMYCK HOBbIX OU3HEC—KAPT"" ;i e mi i s

83f3814cebbfa2147529a688ea7b0c99c717e930

88c73ffdf1f76fe59aae2f2ff84d7b38c222bd22

860c24023a68675cffc6c91972e2fd84f338ac6b
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2017-09-27
2017-09-27
2017-09-27
2017-09-27
2017-09-27

2017-09-27
2017-09-27
2017-09-27
2017-09-27
2017-09-27

2017-09-27
2017-09-27
2017-09-27
2017-09-27
2017-09-27
2017-09-27
2017-09-27
2017-09-27
2017-09-27
2017-09-27
2017-09-27

18:36:24; mouse_click;
18:36:22; mouse_click;
18:36:19; mouse_click;
18:36:18; mouse_click;
18:36:17; mouse_click;
18:36:16; mouse_click;
18:36:12; mouse_click;

. __":"yR9Q220-real","name":null,"tag":"INPUT"};

{"id":"yR9Qq@0","name" :null,"tag":"INPUT", "pageX":443,"pageY":160};
{"id":"yR9Q8v","name":null,"tag":"INPUT","pageX":159,"pageY":59};
{"id":"yR9Q8s","name":null,"tag":"INPUT","pageX":288,"pageY":352};
{"id":"yR9Qxr-real","name" :null,"tag":"INPUT", "pageX":279, "pageY":327};
{"id":"yR9Q@Ov-cave","name":null,"tag":"DIV","pageX":499, "pageY":314};
{"id":"yR9Q9r-real","name":null,"tag":"INPUT", "pageX":531, "pageY":270};
{"id":"yR9Q5g","name":null,"tag":"INPUT","pageX":289,"pageY":80};

18:36:10; current_page; "3asBneHue Ha BbINYCK HOBbIX BU3Hec-kapT";

18:36:09; mouse_click;
18:36:07; mouse_click;

18:34:25; mouse_click;
18:34:23; mouse_click;
18:33:49; mouse_click;
18:33:46; mouse_click;

18:33:44; current_page

18:33:42; mouse_click;

{"id":null,"name":null,"tag" :"SPAN","pageX":127, "pageY":509};
{"id":"yR9Qr1l-icon","name":null,"tag":"I","pageX":12,"pageY":118};

{"id":null,"name":null,"tag" :"IMG","pageX":1264, "pageY":18};

{"id":null,"name":null,"tag" :"DIV","pageX":942,"pageY":589};

{"id":"u3LQw@","name":null,"tag":"SPAN","pageX":982, "pageY":20};

{"id":"u3LQ@On","name":null,"tag":"BUTTON", "pageX":625, "pageY":212};
"Cnucok BusHec-kapTt";

{"id":"u3LQ48-cave","name" :null,"tag":"DIV","pageX":131,"pageY":485};

18:33:36; current_page; "3asBneHue Ha BbINYCK HOBbIX BU3Hec-kapt";

18:33:35; mouse_click;
18:33:26; mouse_click;
18:33:24; mouse_click;

18:29:49; mouse_click;

{"id":null,"name":null,"tag" :"SPAN","pageX":95,"pageY":417};
{"id":"u3LQa7-icon","name" :null,"tag":"I","pageX":29,"pageY":481};
{"id":"u3LQrl-icon","name":null,"tag":"I","pageX":11,"pageY":117};

{"id":"u9xPw@","name":null,"tag":"SPAN","pageX":998, "pageY":14};

18:29:42; current_page; "lnaBHas cTpaHuua";

18:29:40; mouse_click;

{"id":null,"name":null,"tag":"SPAN", "pageX":97,"pageY":96};

18:29:34; current_page; "3aseBneHve Ha BbINYCK HOBbLIX Ou3Hec-kapT";

18:29:33; mouse_click;
18:29:32; mouse_click;

{"id":null,"name":null,"tag":"SPAN", "pageX":107,"pageY":324};
{"id":"u9xP4g","name":null,"tag":"BUTTON", "pageX":621, "pageY":203};

18:29:32; current_page; "Cnucok 6usHec—-xkapt";

18:29:31; mouse_click;
18:29:30; mouse_click;
18:29:28; mouse_click;
18:29:26; mouse_click;

{"id":null,"name":null,"tag":"SPAN", "pageX":143,"pageY":401};

{"id":"u9xP_8-icon","name":null,"tag":"I","pageX":45,"pageY":467};
{"id":"u9xPa7-icon","name" :null,"tag":"I","pageX":25,"pageY":483};
{"id":"u9xPrl-icon","name" :null,"tag":"I","pageX":10,"pageY":114};
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TaKXe MOXXHO onpeaenuTs elle bonee 50
NPU3HAKOB HAMEPEHHOIO UM HEHAMEPEHHOIO
MOLLIEHHMYEeCTBa U1K KOMNpoMeTauuu paboyero
mecTta 160

CKOMNPOMETHPOBaHHLIA NOrMH
CMEHa reonokayMMi KNWeHTa
1. BbiaBneHne yaaneHHOro yrnpasaeHma TONbKO EME“H EQTIORALIMA yeTROMETES
MeHa NofepHMBaeMblX A3bIKOB
yepes JS CMeHa npoBangepa y KnueHTa
CMeHa npoeangepa y KnWeHTa enepsele 3a 30 gHen
2. VIcnonb3oBaHME CKOMIM POMETNPOBAHHbBIX CMeHa npoBandepa y KNWeHTa Bnepesle 3a 60 gHen
VYETHbIX JaHHbIX CMeHa npoBanepa ¥y CTAUWOHEPHOM YCTPORCTEA
CMEHa CTpaHbl ¥ NOrMHa
3. BbliaBneHue Pa OOThbl Apornnepos COUMENBHAR WHAEHEPWUA - BLICOKMA YPOBEHb
COUMENBHAA WHAEHEPWUSA - HU3KMHA YDOBEHb
6
4. 11 pOCI)l/IfIb NO/Ib30BATE/IA 1PN PALOTE B COUMENBHAA MHHEHEPUA - CPEOHWA YDOBEHb
MOBHEHOM MPUIOKEHNN e e o
5. Knaccnopukauma MO no coctaBy GaKTOPOB U VaianexHoe nofknioenme (RDP, TeamViewer, etc )
YaaneHHoe nogknwdedue (WVNC, Ammy Admin, etc.)
€ro noBeAeHNIo YOAaneHHoe NoAgKNYeHHe (CMEHA pa3pelleHna)
6. BbifBieHME NOANOMXKHbIX CaUTOB, HapyLLeHMe YAANEHHOE yNpasnexme (T o) u
DUWKHI Gonee OBYX KNWeHTOB C OQHOM YCTPOUCTEA

bpeHaa

11




Group-IB Secure Bank <
BbiABNEHME MOLLIEHHMYECTBA Ha PAHHMX CTAAMNAX U
MOHWUTOPUHT cooTBeTcTBMA [MO1/D Secure Bark sauniaer
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GROUPR|IB

Poccnmnckme MHHOBaLUMOHHbIE

TEXHONOMMM B 061aCTV NpeaoTBPaLleHUA
N paccneoBaHMA NPECTYN/IEHUN B
061aCTUN BbICOKMX TEXHO/IOTUIA

WWW.Eroup-ib.ru info@group-ib.ru twitter.com/groupib

group-ib.ru/blog +7 495 984 33 64 facebook.com/group-ib
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