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O6nauHble NPUNOXKEHUA HacTynaoT &y &

Kak Mbl paboTaem Tenepb — PacLUnMpeHHbIN

NnepmmMmeTp

KpuTudeckan wHpacTpykTypa —
laaS & Paa$S (npum:, Amazon,

YaaneHHkle Azure, n ap.)
nonL30BaTeny
[Nonb3oBaTenu o el [MpunoxeHusa

|;| == U AaHHbIE

Bu3sHec

I I T NpUNoXEHUA
———

[locTtyn

HoyTbyku / NnanweTsl Bbuanec npunoxenwa - Saas
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lcnonb3oBaHue Office363, Google)



YTO roBOpAT aHaIUTUKN B MUpeE &y &

- K 2018 rogy 25% kopnopaTuBHoOro Tpadguka

Percentage of organizations currently using Saas-based versions of the following applications.

Bynet obxoauTb NEpMMETPOBbIE CpeacTBa (Percent of respondents, N=641)
3aL|.|,V|Tb| E-mail (e.g., Office365, Gmail for business, etc.) 39%
_ K 201 8 ro'qy no OU,eH Ke Gal’tnel’ 60% Office productivity (e.g., Office365, Google Docs, etc.) 37%
- CRM (Customer Relationship Management)/SFA (Sales Force
KOMMNaHWI, KOTOpble BHEAPAT CpeacTaa rotamation)
KOHTPOJ1A N 3allUThbl obnayHbIX OaHHbIX Project management
6yJJ,YT MMETb Ha TPETb MEHbLUE MHLUNOEHTOB Business intelligence/analytics
BesonacHocTK

Collaboration/file sharing

- K 2018 rogy 40% BHenpeHun Office365
6yﬂ,yT ncnonb3oBaTbCA CTOPOHHNE
OOnNOJIHUTESIbHbIE CpeacTBa 6e3onacHoCTH
On4a peweHna 3aaady CooTBETCTBUA
Tpe6OBaHMFIM 0e30MnacHOCTU Content management/document management

Human resources
Internet/e-mail marketing

Accounting/financial

Marketing automation

- K 2020 rogy 92 npoueHTa rnobanbHoro
Tpadvka LeHTpoB 06paboTkn faHHbIX Oyaert Industry-specific applications
NpUXoanNTLCA Ha obnayHble CepPBUCHI




Mpobnembl TeHeBOro ucnonb3oBaHuA IT-

cepsuncoB

Communications
Technology
Innovations

1. Nonb3oBarenu ncnonb3yT obnadHble cepsucekl 6e3 Begoma IT — Shadowl T

2. [1aHHble 6ECKOHTPONMBHO XpaHATCSA B obnakax

Estimated percentage of business data

40%
35%
30%
25%
20%
15%
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2%

0%

33%
30%

Business data in the cloud

39%
33% I

Business data in the cloud that is not known,
officially recognized or approved by the IT

function



YTO HY>XHO 3aWmLaTb B obnake?

Communications
Technology
Innovations

Monb3oBaTeneun/
AKKayHTbI

KTo n yto Aenaet B
0BnayHbIX NPUNOXEHNAX

CKOMI'IpOMeTI/IpOBaHbI mn
dKKaYHTbl UM HET

EcTb N BHYTPEHHNE
3MOYMbILLMNEHHUKM,
BbIBOASALLME MHDOPMALMIO

[aHHbIe

XpaHAT nNu nonb3oBaTenu
3anpeLLeHHyo nHdopmMaumio
B obrnake

Kak oGHapyXuTb HapyLleHue
NONUTUKM

Kak oTcnegutb yTeuku
OaHHbIX

MpunoxeHusa

Kak noHaTb Kakue
NPUNOXEHUS NCMOSTb3YIOTCA U
NX PUCKN

EcTb nu cTOopoHHME
NPUNOXEHUS, KOTOPbIE HE
OOJSTKHbI UCMONb30BaTbLCA

Kak oTKno4nTb AOCTYM K
PUCKOBAHHbLIM NMPUITOXEHUAM



Cloud Access Security Broker - CASB cw"’m

CASB ana
laaS/PaaS

3awMuweHHoe
MCNOoNb30BaHUe

EW3Hec NpUNoxeHWA B

3awuueHHoe Ucnone3soBaHue
KPUTHYECKON MHpacTPYKTYpbI
B obnake

I obnake .



KnioueBble BO3MOXHOCTU KOTOpbIe c N A —
npepocrtasnatot peweHua CASB = 5

1. Visibility — 3. 3awmTa oT yrpos —
NoBbILLEHWE 2. 3aWNTa ABHHBIX by 1ob e e AHOMATTBHOTO
BMANMOCTM 1 B obnake npw noBeAeHNs U
npo3paqHoCTn AccTyne K HM noeHtndpukauna BroO
NCMoJrib30BaHUA nocpencTBOM aHalUTUKK
obnayHbIX CepBUCOB

BUOWMMOCTb KOHTPOINbL JOCTYTIA SALMTA OT ¥TPO3

+ +

| Oscrewm saumensin
- Bociyn oToBCiony m_pr;_'&mgr; '
KopnopaTUBHBIA NepuMeTp ObBnako “ Honbacaarenu!yCTpoucraa
4. AyomnT no goctyny K obrnavHbIiM JaHHbIM U cepBucam (KTo, Korga, ¢ Kakom
Lenblo, K KaKUM AaHHbIM, OTKyaa uMmen octyn)
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Moaenu BHegpeHusa peweHun CASB CT; Sermiaclgpions

Innovations
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OcHOBHbIe nocTaBwmnKu peweHum CASB cﬂ C T

Innovations

Gartner Magic Quadrant for Cloud
Access Security Brokers

Hosabpb, 2017

Symantec @ @ Skyhigh Networks
@ Netskope
CipherCloud @
Cisco ®
Oracle @ @ 5itgass
Microsoft @
Saviynt @
CensorNet@

@ Palo Alto Networks

ABILITY TO EXECUTE

COMPLETENESS OF VISION —_— As of November 2017 © Gartner, Inc



LLlarn oueHKkn npumeHumocTtu CASB c T; recnnlony

1. OueHuTb npegocTaBndeTr nNU TeKywMin npoBangep

obrayHbIX Yycnyr COOTBETCTBYKOLUME W AOOCTATOYHbIE
MexaHI/I3MbIV KOHTpONS gocTtyna U 3aLlnThI METHODOLOGY EOR
NpuUNoXeHun B obnake (MoryTt 6bITb AOCTATOYHbLI AN CLOUD SECURITY RISK MITIGATION

OorpaHnMYeHHOro Habopa obs1ayYHbIX MPUITOXKEHNI)

2. Mposectn aygut Tekywmx (Shadow IT) n nnaHupyembix m 9 ——
K MCNOSIb30BaHUO 0OnayvHbiX cepBUCOB U TpeboBaHus  Discovery Monitoring
6©e30MnacHOCTU K UX UCMNOSTb30BaHMUIO v

3. lNpopaboTtaTtb cueHapun NPUMEHEHNS N NCMOSNb30BAHUS l,

AN KOHKPETHbIX OBMayHbIX CEepBMCOB U MPUINOXEHUA U Policy

onpegenutb cnocob peanu3auMm M UHTErpaumu
TexHun4yeckoro peweHns CASB



CueHapun NnpumMmeHeHusa ANA opraHn3aLuim

PUHAHCOBOIO CEKTO CTi it T

Which of the following capabilities are most important for CASE products? (Percent of

Tp M OCH O B H bIX CLle H a p Mﬂ : respondents, N=294, five responses accepted)

Ability to encrypt data at rest in the cloud

38%

1. AyauTt ucnonb3oBaHuUs 06ra4vHbIX
CEepBUCOB M KOHTpOnb 3a Shadow IT 3a
nepuMeTpom cetn onHaHCOBOW —
opraHusaunu (HOyTOyKn, MOBUIbHbIE
YyCTPOMUCTBA, NOfb30BaTenu) R e—

Ability to detect malware in payloads being transferred

36%
tofrom a cloud app

Ability to control which users can access sensitive data with
granular policies

Ability to allow or bleck upload/download of any data
te/from cloud applications

2. [lnaHnpoBaHWe pUCKOB nepes,
nepexogom B obrako anst TunosbIx back-
Discovery of and visibility into tlhe gse of non-IT-sanctionad
end npunoxeHumn (0dpncHble

The ability to deploy the management server for a security

Ability to detect anomalous activity associated with a user’s
use of a cloud application

solution which controls the access to and use of doud apps

npunoxeHus, obmeH dannamu, cpeacTea
COBMeCTHOm paGOTbI M ﬂp_) Ability to allow or block cloud application access

Ability to integrate with current products in the
environment

3. Peanusauyusa nonntmkm 6e3onacHocTu
ONA 3alWnTbl JaHHbIX XPaHALWMXCS B
obnake, kKak ans SaaS Tak u laaS

Reputation and risk ratings for cloud applications

Ability to coach users as a policy setting




470 mbi npepnaraem C7T 7

OUEeHUTb PUCKN UCNOSb30BaHUS 0BNaYHbIX NPUITOXKEHNI YXKe cendac:
CTI Security Cloud Assessment

b &4
Dropbox servicenvw
@ hd ADMIN

My6nnybie BT

YyuTtbiBaeT Bce acneKkTbl 6e30nacHOCTU oficesss bOX slack — Tap) IS ¥ Cloud.ock

npyu UCNonb30BaHMM 06NaKkoB: o

o ApxuTektypa 3awuTtbl cetn n Shadow IT — 1 [ [
* Vicnonbayemble o6riayHble MpUnoxXeHus I *

e Pucku 1crnonb3oBaHus 06nayHbIX llm . L (2

NPUNOXEHUA N JaHHbIX
 Haunbonee addekTnBHbIE cLeHapun npumeHeHna CASB gnsa opraHusaumm u
nony4yaemble pe3ynbsraTbl OT BHEAPEHUS



B KauecTse BbIBOAOB CT;cmm

1. OpraHusauuu,  ucnonb3ywlme  obnadHble  CepBUCbI  pa3gensroT
OTBETCTBEHHOCTb 3a obecneyeHMe 6Oe3onacHOCTM C nNpoBavuaepamm
oGnaYHbIX ycnyr, KOTopble Takke MOryT npeaoctaBnaTb anemeHTbl CASB

2. BesonacHocTb 0QuH 13 OCHOBHbIX BapbepoB nepexona Ha obrnayHble CepBUCHI
- MN3meHeHne npuHuuna 6e3onacHoOCTU — AaHHble MPUHAOIeXaT KOMMaHWWU, HO
XpaHATCA B CUCTEMaXx, KOTopble el He NpuHaanexar

3. INyTn noBbiweHna gosepus and UHaAHCOBbLIX OpraHnu3auun.

- BctpanBanHue API| ans aBTomMaTtusaumu 3agady B3aMMoOeWCTBUS ¢ obnakowm
(Hanpumep, NepeHoc UnNu Murpauns gaHHbIX)

- CepTndomkauma obnayvyHoro peLlueHms no TpedosaHnsamM 0e3onacHoOCTn

- J[lobaBneHunto AononHUTeNbHbIX MexaHn3amMmoB be3onacHoct CASB
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