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DDoS attacks soar 380%: Report
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TexHKn amnangukaumn
NnokKa3bIBalOT CTAOUbHbLIN cha/l.

OpHako,

4MCNO aTaK yaABOUJIOCb
3a 2016 ropa.



HacTnyHo,
B aTom BnuHoBaT MIHTEPHEeT BeLleu.

| GIZMODO DEADSPIN JALOPNIK JEZEBEL KOTAKU LIFEHACKER

GIZMODO

This Is Why Half the Internet Shut Down Today
@ William Turton




HacTnyHo,
8 atom BuHosaT MIHTEpPHeT Bellewu,

OA4HAaKoO, B 9TON Yyrpo3e HET



Mape loT aTakyeT!

e 2014: LizardStresser

* 2015: SOHO-poyTepbl cTaHOBATCA
NOCTOAHHOM Uenblo Ana malware
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loT aTakyeT

e 2014: LizardStresser

* 2015: SOHO-poyTepbl CTaHOBATCA
NOCTOAHHOM Uenblo Ana malware

e 2016: Mirai
* 2017: Persirai, Hajime, ...

é

C' @ GitHub, Inc. [US] https://github.com/jgamblin/Mirai-Sour

Q Features Business Explore Marketplace Pricin

jgamblin / Mirai-Source-Code

<> Code Pull requests 0 Projects 0 Insights ~
Leaked Mirai Source Code for Research/loC Development Pul

P 6 commits I 1 branch ©

Branch: master ~

Mark 5:9

Then Jesus asked him, "What is
your name?" "My name is Legion,"
he replied, "for we are many.”



* Amplificators?
*l0T?

OueHKka yrpo3s




* Amplificators?
*l0T?

OLI,GHKa YIroo3 - AHann3 npo6nemMaTmKy

B pexmme
peanbHOro BpeMeHu




Probability/Impact Matrix

Trivial Minor ~ Moderate Significant  Severe
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Probability/Impact Matrix

Trivial Minor  Moderate Significant  Severe DDOS‘aTa Ka,

2017
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B PenyTaunoHHbIe

B Puck oT3biBa cepTudpukaumn
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[Tpob6nemMbl 06/1a4YHbIX peLleHnI

HenpospadyHasa Moaenb MOHETU3aLMN

QRATOR




[Tpob6nemMbl 06/1a4YHbIX peLleHnI

HenpospadyHasa Moaenb MOHETU3aLMN
Pa3smbliTas 30Ha OTBETCTBEHHOCTU
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[Tpob6nemMbl 06/1a4YHbIX peLleHnI

Henpo3payHad Moaesib MOHEeTU3aLnn
PasMblTad 30Ha OTBETCTBEHHOCTW
SLA, yOO6HbIV OS19 UCTIONHUTENS
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OcHOBHasa 3anadva obnaka

AJleKBaTHasa oLeHKa CBOEN YaCTWM PUCKOB.
* "Quis custodiet ipsos custodes?”
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YnpaBsieHue puckamm

» CTpaxoBaHue puckoB b

» 3a4e1UCTBOBAHME CTPaxXOBbIX KOMMAHUN
B npoLeccax ayamTa u Bblbopa peLieHnn

QRATOR



YnpaBsieHue puckamm

» CTpaxoBaHue puckoB b

» 3a4e1UCTBOBAHME CTPaxXOBbIX KOMMAHUN
B npoLeccax ayamTa u Bblbopa peLieHnn

e« 3a/1a4a Ha CeroaHsa —

copMMnpoBaTb Crnpoc QRATOR



Q&A

ApTtem laBpuyeHKOB <ag@qrator.net>



