PeweHua ana obecnevyeHunn
6e30nacHOCTU BUPTYaribHbIX
CeTeWu, YaCTHbIX U NYONMUYHbIX

obnakosB

AnekcaHpgp NpaueB
Cmapuwul UHXeHep-KOHCYIbmaHm




O koMnaHuu

See what matters.™

Gigamon Visibility Platform provides pervasive visibility
Into data in motion across your entire network, enabling
stronger security and network performance.

OcHoBaHa B 2004  bonee 2,500+ 3aka34ynKkoB

LLTab-kBapTupa: Canta Knapa, CLLUA * PbIHKK: ['0oC YupexageHua, Tenekom, PUHaHCHI,
3apaBooxpaHeHune, KpynHble Po3HuyHble CeTu,
TpaHcnopT, HedpTte&l a3, TexHonornyeckne KomnaHum

700 coTpyaHukos Ha 12.01.2018  O6oporT 3a 2016 rog $320M, +40% YoY
o CEO: Paul Hooper

Statistics as of December 2016

Odmcel B 20 cTpaHax
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Top 50 Banks in the World." http://www.relbanks.com/worlds-top-banks/assets Banks around the World. June 30, 2015. Web.

Laura Lorenzetti "The 10 biggest health-care companies in the Fortune 500." https:/gigamon.my.salesforce.com/00014000008ef5s Fortune. June 20, 2015. Web.

Pablo Erbar "20 Largest Stock Exchanges in the World." http://www.insidermonkey.com/blog/trading-places-the-20-largest-stock-exchanges-in-the-world-335310/
Insider Monkey. November 11 2014. Web.
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[TopTdponuno
See What Matters.™
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JTrobas ceTteBasa nHdpacTpykTypa

[lataueHTpbl 1 YacTHbIe obnaka [y6rnmyHoe obnako | CeTu cepBumC NpoBanaepos YaanéHHble canTbl
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BupTyanusaumsa o6bekToB MOHUTOPUHIA

TPEBYETCA NBMEHEHUWE TOOXOOA
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TpaguUMOHHBLIN Noaxon NMpoGnembl kKonupoBaHus Tpacduka VM TpaaULMOHHLIM CNOCOOOM
* SPAN nopThbl ¢ «Cnenble 30HbI» - Tpacduk VM-VM BHYTPM OOHOro XxocTta
« CeTeBble CNAUTTEpbLI * «Cnenble 30HbLI» - Tpacduk VM-VM mexay 6nenpammu Blade Center

NT BesonacHocTb, T MoHnTOpUHI n KoHTponb paboTbl NpunoxeHnn Hapywatotcs!!!
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Heobxoamm yHnBepcarnbHbI MHCTPYMEHT AN
aHanmsa Tpaduka BUpTyanbHO cpeabl

Application Performance
Management

’ MOHUTOPUHI PpaboTbl MPUITOXEHUI

. )
’ YnpaBneHune KIMEHTCKUM OrMbITOM R viliaidice

} AHTM'd)pO.D, @ Voice Analysis (SIP)

Intrusion Detection (IDS)
Intrusion Preven tion (IPS)

Data Loss Prevention (DLP)
Forensics and Analytics (SIEM)

Bcem 3aTuM nnatcdopmam HY>KHaA Konua Tpaduka cetu!

} KnbepbesonacHOCTb
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MOHUTOPUHI BUPTYarnbHbIX OObEKTOB
BO3MOXHbIE PELWLUEHUA U INMPOBJIEMbI

PacnipegeneHas apxutektypa LleHTpann3oBaHHada apxuTekTypa
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[Mpobriembi: [Mpobnembi:

 Kak nogknioyaTtb HECKOMNbKO nonyvartenen? » Kak nogkntoyaTb HECKOMbLKO nosydatenemn?

* YBenuyeHne Harpysku Ha BUpTyarnbHYylo cpeqy. e YBenuueHue Harpyskm Ha BUPTYyarbHYyO cpeay.
 [1pobrnembl coxpaHeHnss MOHUTOPUHIa NPY MUrpauum e [1pobnembl coxpaHEHNS MOHUTOPUHIA Npu Murpaumm

06beKTa MOHUTOPUHT oObekTa MOHUTOPUHT
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[lodemy Ba>XHO KOHTpPONMpOBAaTbL
BUPTYyanbHYO cpeay?
5 NMPOBJIEM MOHUTOPUHIA BUPTYAJIbHbIX OB BbEKTOB

«Cnenble 30HbI» - Tpaduk mexay VM He npoxoauTt yepes onsnveckyto cpeay.
ABTOMaTnyeckad murpauusa VM mexagy runepsusopamMmu.

cncrem MOHI/ITOpI/IHFa.
VIRTUAL || VIRTUAL || VIRTUAL I:> E H
IDS VM1 ANTI- APM VM
MALWARE

YBenuyeHue Konmyectsa o0 bEKTOB MOHUTOPUHTA.
Mwurpaunst o6BEKTOB MOHUTOPUHIA B BUPTYarnbHYO cpeay, TpebyeT nameHeHus
CosgaHue HoBbIX VM Tpebyouwmx MOHUTOPUHTA.
. GigaVUE-VM
Aac
HYPERVISOR HYPERVISOR
SERVER SERVER

ANTI-MALWARE

auqed AjIgISIA
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GigaVUE-VM —PelueHnne gna suptyanmsauun

PACLUMPEHUE MNNAT®OPMbl KOHTPOSA TPA®UKA B BUPTYAJIbHOW CPE[bI

o Pabota BupTyanbHbimu cendyamm VM Ware ESX n

NSX

HebornbLwion pasmep BUpPTyaribHOW MalUWUHbI

GigaVUE-VM

e Flow Mapping™

e Filter on VM, application ports
e Packet slicing at any offset

e Tunneling for multi-tenant

DB Server

HYPEHVISOR
|

U

2| DononHuTenbHaA o6paboTka Tpaduka

¢ De-duplication e Time Stamping

¢ Packet Masking e Load Balancing

¢ Packet Slicing e NetFlow Generation
e Header Stripping ¢ SSL Decryption

Network

rmars | SERIES
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e [Nlepemaya Ha NnatdOpPMy MOHUTOPUHIra TOMNbKO

nonesHoro Tpaduka
« Pabota c runepsusopamm KVM

Centralized
tools

Application
Performance

Network
Performance

Security




PeweHne ana MS Azure
ONTUMN3AUNA PACXOLOB B KUBEPBEE3OINACHOCTD

Azure Load
Balancer

Web Tier || | mmm On-premise Data Center
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c-,i ) o GigaVUE-FM o WNHuTerpaunsa ¢ Azure API

Data center
.......... 'S

! : = H
Availability Set ! - = VPN Gateway  Router

R A . .................... >

{ Tumeing . ' K @ ArpernposaHue Tpaduika,
Tier ero chunsTpaums u

Nnatdopma
KonmpoBaHua Tpaduka

App Tier

Subnet Konus Tpaduka
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OoTrnpasBKa nosny4yarendam
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[IpenmyLlecTBa peLleHns
KINIOYEBOE 3BEHO MOHUTOPUHIA BUPTYAJIbHO CPEbI

 [locTyn KO BCeMy TpauKy BUPTYyanbHOU cpeabl.

o ABTOMaTM4eckasi Murpaumst NonMTUK MOHUTOpUHra eBmecte ¢ VM-00bEKTOM
MOHUTOPWHTA.

o dunbTpaunsa n onTuMmMsaumnsa Tpaduka nepen oTnpaskon B opmUsndeckyto cpeay.
— QunbTpauua no L3-L4 napameTpam, Ans BblAeNeHNa HYXXHOro Tpaduka
— Obpeska Payload ans cHmxeHna o6beMoB rnepegaBaemMoro Tpadguka

e [lopoepxka VM Ware ESX 5.1 v BblLLe
— MNoppepxka VDS, VSS, Cisco Nexus 1000v, NSX
— WMIHTeprpauunsa c Heckonbknmm vCenter

* Noonepxka KVM Open stack, MS Azure, AWS
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