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Pucku Shadow IT
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PbiHOK peweHunin CASB

99% cboeB B 06/1a4HOM Be3onacHOCTU
byaeT nponcxoamTb NO BUHE KAMEHTOB, a
He npoBanaepoB 061a4YHbIX CEPBUCOB

CASB B 2020 - 60%

NcTouHumk: Gartner, Inc., Magic Quadrant for Cloud Access
Security Brokers, Steve Riley, Craig Lawson, November 30, 2017
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ABILITY TO EXECUTE

Microsoft @

CensorNet@

@ Palo Alto Networks

CipherCloud @

Cisco o

Oracle @

Saviynt @

Symantec ® o Skyhigh Networks
@ Netskope

@ Bitglass

COMPLETENESS OF VISION

As of November 2017
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dyHKumuu CASB

O6HapyrkeHune Shadow IT n
MOHUTOPUHT NCNONIb30BaHUA
061a4HbIX NPUNOXKEHUN HA
rpPaHyNApPHOM ypOBHE
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3aWuMTa AaHHbIX

YnpasneHune KoHdUaeHUMaNbHbIMK
AaHHbIMU

3almTa oT yrpos

AHanuTuKa noseaeHus
nonb3oBaTesien, o6HapyKeHune
BPEAOHOCHbIX MPOrpamm u
pearMpoBaHMe Ha UHLMAOEHTbI




General Information:
Description
Icon
URL
Application Group
Risk Score
Alexa Ranking

Service Provider information:
Headquarters Location
Founding Year
Domain
Terms and Conditions
Hosting Company
Hosting Location
Year Domain Registered
Private/Public Company
Data Center Location

Last Known Breech Date

Compliance:

COBIT Compliant

CSA Compliant
FedRAMP Compliant
FINRA Compliant
FISMA Compliant
GAAP Compliant
HIPAA Compliant

ISAE 3402 Compliant
ISO 27001 Certified
ITAR Compliant

PCI DSS Compliant
PCI DSS 2.0 Compliant
Safe Harbor Compliant
SAS 70 Compliant
SOC 1 Compliant

SOC 2 Compliant

SOC 3 Compliant

SOX Compliant
SP800-53 Compliant
SSAE 16 Compliant
PCI DSS 3.0 Compliant

NMokasaTtenun 6esonacHOCT 061aUYHbIX NPUNOKEHN N

Transport Security:

SSL Protocol Score

SSL Cipher Suite Score

Valid & Trusted Server Certificates
Server Certificate Issuer
Heartbleed Patched

AAA Security:

Authentication Types
Admin Audit

Data Audit

IP Restricted Access
Supports MFA
Remembers Password
Strong Authentication

User Can Track Usage History

Data Security:

Encrypted Data at Rest
Type of Encryption for Data at Rest
Allows File Upload/Sharing




Busyanusauua Shadow IT

O6HapykeHue Shadow IT u
OLLEHKA pUCKa NCMONb3YEMbIX
061a4HbIX NPUNOKEHUN

Momolub Npu BbibOpPE
6e3onacHoro o6s1a4Horo
NPUNONKEHUA

OnTummnsaumnAa 3aTpPaT Ha
obnayHble NPUNOKEHUA

[MOCTOAHHbIA MOHUTOPUHT
MCMONb30BaHUA N COOTBETCTBUSA
TpeboBaHUAM
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dyHKumuu CASB

Busyanunsauymsa

O6HapyrkeHune Shadow IT n
MOHUTOPUHT NCNONIb30BaHUA
061a4HbIX NPUNOXKEHUN HA
rpPaHyNApPHOM ypOBHE
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3awmTa AaHHbIX

YnpasneHune KoHdUaeHUMaNbHbIMK
AaHHbIMU
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3almTa oT yrpos

AHanuTuKa noseaeHus
nonb3oBaTesien, obHapyrKeHune
BPEAOHOCHbIX MPOrpamm u
pearMpoBaHMe Ha UHLMAOEHTbI
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1M cTouHunK: Ponemon Institute

MeTa nogennnca stum Gpanaom c ABymA
APYrMMK NONb30BaTENAMM

[[a] [HeT]

“Ih
Mawa nogenunacob

He HangeH akkayHT ana
vasya@mail.ru - nogenutbca

3TMM $anaIom B BUAE CCbINKe?
dannom c NeTtewn

Mpobnema «Shadow Data»
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ynpasaeHue gaHHbIMU B
061auHbIX NPUNOXKEHUAX

O6HapyeHne n ucnpasaeHme

Rules

pMCKa COBMeCTHorO CIDucISr.mccs@ANYSERVICE
MCNOZ1Ib30BaHUA users (@) wex Thomas
KOHPUMAEHUMANbHbIX AAHHbIX g
Content Rl T\cse‘:—HPAARECORD
ABTOMaTUYeCKas Knaccnpumrkauma Conters s (@) Companycotcr
KOHTEeHTa
Responses

OnpepeneHune rpaHyNApPHbIX @
KOHTEHTHbIX N KOHTEKCTHO-

> J x 8 &
3aBUCUMbIX MOIUTUK AOCTYyNa: = . N

No/b30BaTeNb, TUMN YCTPOWCTBA,
MECTOMO/IOXKEHMNEe, AeNCTBUe,
YPOBEHb Yrpo3bil
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dyHKumuu CASB

Busyanunsauymsa

O6HapyrkeHune Shadow IT n
MOHUTOPUHT NCNONIb30BaHUA
061a4HbIX NPUNOXKEHUN HA
rpPaHyNApPHOM ypOBHE
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3aWuMTa AaHHbIX

YnpasneHune KoHdUaeHUMaNbHbIMK
AaHHbIMU

3awmTa oT yrpos

AHanuTuKa noseaeHus
nonb3oBaTesien, obHapyrKeHune
BPEAOHOCHbIX MPOrpamm u
pearMpoBaHMe Ha UHLMAOEHTbI




Yrpo3bl npu pabore B ob6n1akax

Yrpo3bl y4eTHbIM 3anNUCAM

Xl

[lepexBaT ceaHca
BpeaoHocHble nporpammbl (Uam
60Tbl) B cMCTEMAX KOHEYHbIX
NO/b30BaTE/IEN MOTYT 3aXBaTbIiBaTb
ceaHcbl 061a4HbIX MPUNOKEHUNA.

Yrpo3bl AaHHbIM U UHPPACTPYKTYpE

\l/

BpeanoHocbl n APT
MoryT ncnonb3oBaTb 06/1a4HbIe
y4YeTHble 3annucu a4Naa pacrnpocTpaHeHua

MO BCEMN OpraHmM3auun.
Copyright © 2018 Symantec Corporation

— Name o
f\ user N

\ —

\\” passwo® __— 7]

3axBaT Y4eTHOM 3anmcu
YyeTHble AaHHblE€ NOJ/1Ib30BaTENA
MOTYT ObITb CKOMNPOMETUPOBAHbI C
noOMOLLbIHO (I)MLLIVIHI'OBbIX dTaK UIun
dHAJION'MYHbIX MEeToA0B.

oF

310YMbILLU/IEHHUNKN
HenoBONbHbIM COTPYAHUK MOXKET
310ynoTpebnATb akTUBaMm
KOMIMaHUN.

22
A
LLindpoBanbLlmnKkm

MoryT ncnonb3osaTb obnayHble yyeTHble

3afncu C BbICOKUMHU NMpaBamMu.

KF |\

o ©

BOTbl M TPOAHDI
MoryT ucnonb3oBaTtb

0671a4Hble yYeTHble 3anuncu
ONA KPAXKU AaHHbIX. Tl




3awumTa oT yrpos

AHaNNTUKa noBedeHunA
nonb3oBaTeneu ANA BblAB/1€eHUA
BpPEAOHOCHOIO NnoBeageHuA

I'Ipe,u,yrlpem,u,eH ne aaMNHUCTPATOPOB
UJIN KapPaHTUH aKTUBHOCTU

Ob6Hapy»KeHne NpoABUHYTbIX aTakK
YTEYKU AaHHbIX

Ob6HapyeHue 1 npeaoTepalleHmne
pacnpocTpaHeHnsa BPeaoHOCHbIX
nporpamm
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AHanun3 gaHHbIX U paccnenoBaHuA

AHanns «bonblIMX AaHHbIX» B
peanbHOM BPEMEHMU

NHCTPYMEHTbI BU3yannsaumm u
NMOMCKa

[MoncK B ceBobogHON dopme itz diall

PaCLUMF)EHHbIﬁ A3bIK 3aMpocoB A 3
®-
OnHamunyeckme GunbTpbl - o Rl s )
S @e
CBogHble TabnunLpl ») °. ek /'

JKCNopT AaHHbIX B SIEM nan CSV
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OueHKa pucxa Shadow IT..
SHADOW IT OLI,EHKA PUCKA

Ol ° . '* AHanUTHKa O pUCKaX U’
& e @ _+ % npobremax ¢ 0bnauHbIMM S
Ol ' MPUNOXKEHUAMMU
> Ob6Hapy*eHune Shadow

*  AHOMa/AMM MCNONb30BaHUA -

& ¥; IT U KOHTPO/Ib B
NPWIOXKEHUN B BaLLen

peanbHOM BpeEMEHU

- opranmsaLmm -

Cloud Services

Risk Assessment Report

Shadow IT Analyics & Business Readiness Rafings [ Ka K M e n p Mn O).Ke H M ﬂ B b I

AOMKHBI CAHKLMOHUPOBATH U 3awmTa AaHHbIX

KaKue MpUNOXKeHUA Bbl
AO/TKHbI 6I'IOKMpOBaTb

SHADOW DATA OUEHKA PUCKA

* BHelHMe U I'Iy6}'ll/l‘-IHbIe KOHTEHTHbIE PUCKW,
BK/1lO4aA PUCKU COOTBETCTBUA

KoHTponb Shadow Data B
6bICTPO pa3BuMBatoLLEMCA
Mupe

3awumTa ot yrpos

* PUCKOBAHHbI KOHTEHT, COBMECTHO Showing 20 of 21,829 Bopbba c bbicTpo
MCMOMb3YEMbII COTPYAHUKaMM (Hanpumep, Pa3BMBaIOLLIMMKCA
BpeaoHocHoe MO, UICuT. a.) yrposamu

* PucKkoBaHHble Noab30BaTeNU U AENCTBUSA
nonb3oBaTtenen




Cnacubo!

KOHCTaHTMH YenywKkuH

konstantin_chelushkin@symantec.com
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